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--------- Forwarded message —--------

From: <glnadeem org@gmail.com>

Date: 2016-11-24 I -

Subject: sl sl Cloasll Ogild an seaidly asinall Laall glogl auslial 6ga0
To: I
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Get the best Dropbox experience on-the-go, for free!

Sign in to Dropbox

Stay signed in Forgot password?

Dropbox Account for everything

About Dropbox  Privacy  Terms  Help B3 Engiish (United States) ¥
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---- Original Message ----

Subject; You have 1 new file in your inbox

Sent: Nov 29, 2016

From: Dropbox Notification <dropbox.notfication@gmail.com>
o

e

L & ¢
122

cear [N

You have received a new document in your inbox, view the file "2017 ,awll ;o Gusginall dailsis uw pdf* 0N Dropbox.

(#4 50 «2015-2016 Slbandl 2b ) Oﬁiy‘ A B e (S fw\a o e G)jﬂ YU daod) QT.\,(" .

=== Forwarded message ----------

From: "Google Docs" <gustomerserviceonlineteam @gmail.com>
Date: Dec 3, 2016

Subject: You have 1 new document

To:

Cc:

Dear I,

you can view the following image from your Google drive account:

A 2016-2015 wlakniall Guibogll (yaVl 3sizi 4 sdi (ol oaw-iPY

Open in Docs

Google Docs: Create and edit documents online.
Google Inc. 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA GOOgle

Ol 30 38,30 Bl o (o] oy SRR el el o G by ) 2O Slabl iy s -
s e dll ¢ o b 19 oy i) e will o s 3,81 3 2016 pats 7 o 314 Wb 570 5 e
o G il 155 ol Gl on bl Sl sl St e ] Sl i e ) SRR
o Ko Slels Tambly 2131 0,5 0F W JBLy <) ks 3 AU, Lor o3 1y LAY G Slakize 88 s
(5 5)30) Ton S gy 20 WU o 5 it a0 0T L]
From: "Dropbox Notification” <dropbox.noreplay@gmail.com>

Date: Dec 7, 2016 *
Subject: You have 1 new file in your inbox

o

Cc:

94

@

Hi I

You have received a new document in your inbox, view the file "lauuw 8¢ e jasall 6,5 30.pdf" on Dropbox.
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---------- Forwarded message ----------

From: Dropbox notifications <dropbox.notifications.mails@gmail.com=
Date: Sunday, 25 December 2016

Subject: Dropbox notifications

To:

Hi,
In case you missed it, There is a new document in your inbox.

View the file " ada¥l wleazll oailas Loladl 60l S el awlJl Clas .pdf’ on Dropbox.

Sy e Sler e Sl planal s T Ol ol 285 Ol dLoY e 38 1 Oland) an
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Sl dlyly o Sody Sall e 2 %8 I ¢ G O b ol I ey o s - W )
Lhad) >Y) Sleball 38 elas] sy Sleadl Jan & 0o U) Lis Yy st UL, sy 0 5y o0
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—————————— Forwarded message ----------

From: Support team <secure.policy.check@gmail.com>
Date: Mon, Jan 2, 2017

Subject: Unsuccessful login attempt

To:

Google l

Login failed

Hi

We have recognize untrusted device trying login your account ||| | | | IR

(login failed due to your complex password).

Click button below to get the location where the attempt to logon occurred.

location used Egypt -
December 26, 10:40 AM

Unknown device

Get Location

11| iad sisall gaiaoll @lhisl Gle yina Jili dcgono Josoi cass
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.......... Forwarded message --------
From: Activation Team <mails.noreply.verify@gmail com>
Date: Sun, Jan 22, 2017 at

Subject: Device Verification

To:

Google (3]

Active your device

Hi I
-New recommendation from our security team to make your account secure as possible

-To continue logging into your account [ - your device you must
Activating it.

To Activate that device, do as follow:
Activale your device

Please note that if you didn't activate your device, you would not be able to use your
account from that device again.

Best,
The security team.

You recefrived this mandatory srdervice announcement to updgtate you abotut changes to your
account
© 2017 Ic,. 7895 riverway, NY,

pannd) sl Basd) Gocie B2 8 GV Ayle ) pomgl b Beds puiis 25 e JI V) G G
sohas o dyld ab ST ey Blal) Olandl el s gl 3 e o 2 ez 0LA Vs 3y
sde il 3 Coudl Jo Olemdl Gan 35 p bl 48 by BLad) s jdias s Geomgl Al L) o e Olaond
S Jeb sy Jor B3 o oy D1LIE 2016 pants 14 oy Gl pazd] Slalite 3 Melly (gloldll 0
Ty (] Slengd 20 okt J 3113 V) s Y ol sy (#10 855005 #9 035 8yp0) WEB o p
A pleny i) By 1) o e e S L) 2 2

€ C | & https;//mail.google.com/mai I

Warning: Google may have detected government-backed attackers trying to steal your password. SECURE MY ACCOUNT

Google [N <

C | @ https;//mail.google.com/mail I

p: Google may have detected government-backed attackers trying to steal your password. SECURE MY ACCOUNT
Soule [ a ]

12



olits diniiig isall goioll ciloiio Gyl dalio d4idt dann ST Jos i

QW"A&AH 1

vl Gl | i | dolhioll Sluull

Sl e e pally Cala iy

dropboxsupport.servehttp[.|com 4 all 55l «2017
el 5 2 o Ky e )
googledrive-sign.servehttp|.]com S~ Tane «oledad bl eVl ucd

oy B a5 55 ey Sl

dropbox-sign.servehttp[.]com s Al 5 “&:&\

% all il

4 pall 5yl Yl Cot Jo g 0 4

5 ait - Ll Ul d s o

secure-team.servehttp|.]com Sl ~ A Sl i i - WA e
aramex-shipping.servehttp[.]com Y Yo o L o0 a2 40

02 a2 ke dl]
Iyl - “0lole 320 3,5l
el 5 50 Je oadl 55Us” Ll
dropbox-service.serveftp[.|com e “Olag

Coudl J2 Slembl yaan 5y IV cpgliall el | 2 Jger

sl apllg jalhall pxaiuwall gl daall Jiil

,<Mail Support <mails.acc.noreply
,<Support Team <mails.noreply.verify

gmail.com
gmail.com

—

@
@
@
@

e

,<Support team <secure.policy.check|@|gmail.com S oy e
<’Equipe-des Comptes <user.protection45874[@]gmail.com (Jeoer 2ds)
,<Google Docs <customerserviceonlineteam[@]gmail.com Jo s S P
<Google Drive <drive.noreply.mail[@]gmail.com (clys aeds)

13 \Lijﬁj'?jm.ll gainall @lyial Lle Jiua Jili degono Jasi cays



iai Lisoll goinall Glial sl Gina Jili dcgono Josi cas

,<Dropbox notifications <dropbox.notifications.mails
,<Dropbox Notification <dropbox.noreplay
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<Dropbox Notification <dropbox.notfication
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https://citizenlab.org/2017/02/nilephish-report/
https://citizenlab.org/2017/02/nilephish-report/
mailto:nilephish@eipr.org
mailto:nilephish@eipr.org
https://citizenlab.org/2013/01/planet-blue-coat-mapping-global-censorship-and-surveillance-tools/
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/
https://www.privacyinternational.org/node/757
http://www.cabinet.gov.eg/Arabic/MediaCenter/CabinetNews/Pages/PMIbrahimMahlabmadea13064.aspx
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